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Kinh girl: So Thong tin va Truyen thong. 

Can cu.  Luat An toan thong tin mang ngay 19/11/2015; 

Can cu Nghl dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh Phu vE 
bio dam an toan he thong thong tin theo cap dO; 

Can cIt Thong to s6 03/2017/TT-B1 11 1 ngay 24/4/2017 dm BO Thong 
tin va Truyen thong quy dint' chi tiAt va huOng dean mOt so dieu cua Nghi dinh so 
85/2016/ND-CP ngay 01/7/2016 cila Chinh phi \re bao dam an toan he th6ng 
thong tin theo cap d6; 

Can cu Cling yap so 1202/S1 11-CNTT ngay 19/11/2018 dm SO Thong 
tin va Truyen thong ve viec huemg clan thvc hien ding tac xac dinh cap d6 an 
toan thong tin. Sau khi xay dung ho so, Set C6ng Thuong de nghi SO Thong tin 
va TruyEn thong tham dinh h6 so de xuat cap dO an toan he thong thong tin cv 
thE nhu sau: 

Phan 1. Thong tin chung 
1. Ten he thOng thong tin: SO- C8ng Thuong. 
2. Don vi van hanh he thong thong tin: SO Cong Thuong. 

3. Dia chi: Tang 7, 8 try ssf:$ lien co quan, 17 Tran Hung Dao, phuOng Tay 
Son, thanh ph6 Pleiku, tinh Gia Lai. 

4. Cap dO an toan he thOng thong tin de xuAt: Cap dO 2. 
Phan 2. Ha so kern theo 

.1. Tai lieu thuyet minh H6 so de xuAt cap 	girl kern theo bao 
Thuyet minh tong quan ye he thOng thong tin; Thuyet minh v:e viec de xuat cap 
do can cir teen cac tieu chi theo guy dinh ctia phip luat; Thuyet minh phuong an 
bao dam an toan thong tin theo cap dO tucmg 

2. Tai lieu thiet ke he thong. 

So Cong Thuong kink de nghi SO Th8ng tin va Truyen thong xem xet 
tham dinh va trinh cap c8 tham quyen phe duyet./ yf 
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PHAN I 
THUYET MINH TONG QUAN VE HC THONG THONG TIN 

1. Thong tin Chii quail hg th6ng thong tin 

- Ten T6 chac: SO Thong tin va Truyen Thong 

- S6 Quyet djnh thanh lip/Quy dinh chat nang, nhiem vy va quyen han: 

+ Quyet djnh so 127/QD-UBND ngay 07/4/2008 caa UBND tinh Gia Lai. 

+ Thong to lien tich,  s6 06/2016/TTLT-BITTT-BNV ngay 10/3/2016 ctia 
Lien BO Thong tin Nth Truyin thong vi BO NOi vy va cac quy dinh phap lust khac 
c6 lien quan. 

- Ngueri dai dien: Nguyen Ngoc Hang —Gam d6c Ser Thong tin ye Truyen 
thong. 

- Dia chi: Try se lien ca quan, 17 Trait Hung Dao, phtrang Tay San, 
Tp.Pleiku, tinh Gia Lai. 

- Thong tin lien 4: 
2. ThOng tin Dan vi vkin hinh 

- Ten T6 chirc: SO C6ng Thuang 

- S6 Quyet dinh thanh lap/Quy dinh chat rang, nhiem vy va quyen han: 

+ Quyet dinh s6 36/2015/QD-UBND ngay 04/12/2015 dm Oy.  ban nhan dan ‘• 
tinh Gia Lai quy dinh chat nang, nhiem vy, quyen han, ca cau to chac ctia SO 
Ging Thuang tinh Gia Lai; 

+ Thong to lien tjch s6 22/2015/TTLT-BCT-BNV ngay ‘30/6/2015 caa BO 
Ong Thtrcmg, BO Nei vy huang den chac nang,nhiem vy, quyen han va co cau to 
chac cua ca quan chuyen mon ye ding thuong thuoc.ily ban &tan dan cap tinh, 
cap huyen va theo hueng den dm ca quan chat nang cap tren. 

- Nguari dai dien: Bui Khic Quang — Tinh ay vien, Gam d6c SO COng 
Thuang. 

- Dia chi: Tang 7,8 Try ser lien co quan, 17 Iran Hung Dao, phtramg Tiy San, 
Tp.Pleiku, tinh Gia Lai. 

- Thong tin lien he: 02693.824.354, thu dien tic sct@gialai.gov.vn  

3. MO 6' phum vi, quy mo cua he thong 

- Ph3rn vi, quy mo dm he th6ng: He th6ng thong tin SO COng Thuang dirge 
thief lip de phyc vy tong tac chi dao dieu hanh, cung cap thong tin va cung cap 
djch vy ding tivc tuyen cua SO. 

- D6i tuang phyc vy cua he thong: Ca quan, to chac, doanh nghiep, nguari 
din teen dia ban tinh. 
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- Danh !we cac he thong thong tin thanh phk/cac dich vu dune cung cap bai 
he thong: 

+ Hg thong Quan ly van ban va diet hanh. 

+ Hg thong thong tin mgt cira din ter 

+ H4' tilting Trang thong tin dien tir. 

4. M8 to cau true cua hg thttng 

a) So• cho logic tang the 

voila ally e* n0100 

C.) e = a t • c = 

Lai 

Hinh 1: Ciu trim logic dm he thong A 
Cac vung mang duqc thiet ke nhtr sau: 

+ Wing mang bien duqc thiet ke de ket nOi he thong mang A ra cac mang ben 
ngoai va mang Internet; bao ve he th8ng A tir ben ngoai Internet. Wing,  mane nay 
trien khai thong phi:mg chong tan Gong DDoS va Thiel bi cung cap ding ket not 
VPN. 

+ Wing DMZ at cac may chu cong cung, cung cAp dich vu ra ben ngoai 
Internet. Wing mang nay trien khai thiet bi phi:mg chong xam nhap IPS, thiet bi 
Web Application Firewall, thiet bi Anti-Spam. 

+ VtIng mang quan tri at cac may chit quan tri va may chili he thong. 

+ Wing may chn n0i b0 dAt cac may chi' n0i be, cung cAp cac dich vu ncji bei 
cho ngued sir dung trong he thong. Wing mang nay trien khai thiet bi phong chong 
xam nha'p IPS, thiet bi Web Application Firewall, thiet bi twang lira cho CSDL... 

+ Wing mang n0i be at cac may tinh cila ngtrai sir dung. 

b) Sc' cla kat nal va't 
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Yong mang biOn 
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Hinh 2: Ket not St 19 dm He thong A 

Visng mqng DMZ 

b) Danh myc that bi sic dung trong W than 

STT 
Ten thiet b  i/ . 
Chung loai 

. 	• VI tri trien khai Km dich sir dung 

1 Router Wing mang bien lat. not Nth dinh tuyEn 

2 Firewall/SOPHOS Vung DMZ 
Quart 19 truy cop va bao ve 
vung mang LAN 

Danh myc cdc eng dung/dick vu cung bol W than 

STT 
Ten 	dich 

vu 
May 	chi.% 	trik 
khai MK dich sir dung 

1 
He thong quan 
19 van ban va 
dieu hanh 

May chil 
/WindowServer 
2012 

Cung cap img dung quan 19 van 
ban cho can b8 ben trong he thong; 
keit noc i, lien thong v8i cac he thong 
lien quan. 

2 

He dicing thong 
tin mOt cira 
lien tir, Dich 
vu O'ng ttvc 
tuyen 

May chtl 
/WindowServer 
2012 

Cung cap Cmg dung theo dei, quan 
1y thong tin trip nhOn giai guy& 
TTHC ben trong he thOng va cung 

4 cap thong tin tong khai ye DVCTT, 
tinh trang giii guy& TTHC cho 
ngtroi sir dung ben ngoai Internet 

3 
Trang thong tin 
then dr cita co 
quan 

May chit 
/WindowServer 
2012 

He th6ng th8ng tin phut vu nguti 
dan, doanh nghiep, cung cap thong 
tin ye DVC. 
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PHAN II 
THUYET MINH DE XUAT 

CAP DO AN TOAN HE THONG THONG TIN 

, 	thong thong tin thuoc pham vi quail lY 	Cong Thucmg bao 	cac he 
thong thong tin vai cap dO de xuat tucmg ung, bao 

STT lie th6ng 
Loai 

thong tin 
xir lY 

Loai hinh HT 7T 
Cap 

dO de 
xuat 

Can cu de xuat 

1 PhOng may chu 

He tilting co so 
ha tang thong tin 
dung chung phtic 
vp heat Bong cua 
mot cc quan, to 
chirc. 

1 

PhOng 	may 
 

chii/Trung 	tam 
tick hqp der lieu 
cua 	co 	quan, 
dun Id 

2 He thong quan ly 
van 	ban 	WI 	dieu 
hanh cua Se 

Thong tin 
rieng cua 
to chac 

He thong thong 
tin phuc vu hot 
&ling nOi be cac 
ca 	quan 	nha 
nuac dm tinh 

2 

Diem 
x
a Khoan 

2, 	Dieu 	9Nghi 
din!) 	so 

5/2016/ND-CP 
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3 
He thOng met caa 
dien ta dm SO - 
DVC truc tuyOn 

Thong tin 
rising oh 
t6 chac 

He thOng thOng 
tin phuc vu hoarDiem 
(ging not be cac 
ca 	quan 	nha 
nuac cua tinh 

3 

a 	[{hoar 
 

2, Dieu 9 Nghi 
(lath 
	

so 
5/2016/ND-CP 
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4 
Trang 	thOng 	tin 
dien tit cua ca quan 

Tho ng tin 
ding 
ding 

He thOng th6ng 
tin 	phuc 	vu 
ngubi 	dan, 
doanh doanh 	nghiep, 
cung cap thong 
tin va DVC true 
tuyen dr mac de 
2 tra xthing 

Diem a, IChoin 
2, 	Dieu 	8Nghi 
dinh 	so 
85/2016/ND-CP 
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He thong co set 
He thOng mang nOi ha ding thong tin Khoin 4, Dieu 9 

5 b0 - LAN elm ca phuc 	vu 	hoot 2 Nghi 	djnh 	s6 
quan deng 	dia 	co 

quan 
85/2016/ND-CP 

PHAN HI 
THUYET MINH MIXING AN BAO DAM AN TOAN 

HE THONG THONG TIN 

1. Yeu au quain 19 
1.1.Myc tieu, nguyen tic bio dam an toan thong tin 
- Cie hog Ong img dung CNTT cart So pthai tuan thu theo nguyen tic dam 

bio an town th8ng tin dtrqc quy djnh tai Quyet djnh 2072/QD-UBND ngay 16 
thing 10 nom 2014 dm UBND tinh quy djnh ve dam bao an town, an ninh thong 
tin tren mei truing mang trong hog Ong cua cac co quan nhe nuec von dia ban 
tinh Gia Lai. 

- Viec thuc hien cac phucmg phip an toan thong tin phai tuan theo quy djnh 
dm Luca An town thOng tin mang, Nghj djnh so 85/20I6/ND-CP ngety 01/7/2016 
cua Chinh phis ve viec dam bao an toan he thong thong tin theo cap dO va quy djnh 
cua phap luet cei lien quan. 

, 1.2. Trach nhiem 	cac can lxy lam ve an toan thong tin, ngtrai sir dung dau 
cu8i, cac doi Wong thuOc pham vi dieu chinh cua chinh sach an toan thong tin 

- Trach nhiem dm can be chuyen trach Cong nghe th6ng tin: 
+ Thut hien quan 19 tat ca cac tai khoin truy cep vim N thong thong tin ctia 

don 14; huOng don ngubi sir dung thay doi mot khau. 
+ Trien khai, Sp dung cac giii phip dam bao an wan thong tin mang trong 

man he thOng; trion khai Gee giai,phap phOng chong virus, ma dec, 	giiti phap 
chOng truy cep trai phep vao he thong thong tin. 

+ Quin ly thiet bi cong nghe thong tin ltm trit cac thong tin thuec danh muc 
bi mot nha ntroc. 

+ Thtrbng xuyen sao ltru (10 lieu. 
+ Thuang xuyen thuc hien phan tich, Ruth gia va bao coo cite rui ro va nguy 

co gay met an toan, an ninh th8ng tin doi yeti he thong thong tin dm don vi; 
nguyen nhfin gay ra cac rill ro va nguy co gay mat an toan, an ninh th8ng tin mang. 

- Trach nhiem cua Gong chirc, vien chirc tham gia sir dung va khai thic he 
thOng thong tin: 

+ Thutmg xuyen cep nhet va thuc hien huOng clan ve an toan thong tin dm 
can b6 phy trach; 
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+ KhOng duqc me; cac thu dien dr, cac tap tin co nguen gee khong re rang; 
+ Dat mat khAu truy nhap vao may tinh, thu?:mg xuyen thay del mat khAu 

may tinh; 
1.3. Pham vi chinh skh an toan thOng tin 
Quy d:inh ban dam an wan thing tin mang, bao gem: Bao ye thong tin ca nhfin; 

bao vg he thong thong tin mang; giam sat an town he thing th8ng tin; dam bao an town 
thong tin nOi bO; quy trinh Ong cau, khac phoc sr co mang; quan 19 vi sir dung thiet 
bi soan than, luu tr& van ban mat caa co quan. 

1.4. Ti chat bao dim an town thing tin 
- Trung tam C6ng nghe th6ng tin thuOc So Th8ng tin truyen thong la don vi 

bao dam an toan thong tin cho SO. 
- La dAu moo lien he, phii hqp yen cac co quan, t6 chile co tham quyen ve 

quan 19 an town th8ng tin; trong &mg tac ho trq dieu phOi xir 19 sr c8 an toan 
thong tin 

1.5. Bao dam nguOn nhan kit 
- Can be duct tuyen dung vio vi tri lam ve an toan thong tin di trunk dO, 

chuyen nginh phis hop veri vi tri tuyen dung 
- Co ban hanh quy the ve dim bao an toan th8ng tin trong hoat do, ng ala SO 
- Ti chirc tuyen truyen, phi biEn nang cao titian thirc ve an town thing tin cho 

ding chirc, vien chirc. 
- Cir cong chive, vien chirc phu oach Cong nghe thing tin tham gia dAy do 

cac lop ciao tao ve an toan thong tin. 
1.6. Quin 19 thiet ke, xay dung he thing. 
- Thiel ke an town he thing thong tin: Tai lieu ma to quy mt5, pham vi vi doi 

tuong sir dung, khai thk, quan 19 von hanh he th8ng thong tin; m6 to thiet ke vi 
cac thinh phfin he thing thong tin; tai lieu m8 to pinning an dam bao an toan th6ng 
tin theo cap de.; Tai lieu m6 ti phucmg an lira chein giai phap ding nghe dam bao 
an toin thong tin. 

- Phat then phAn mem thue khoin: CO hqpdOng, bien ban va cac cam ket del 
yeti ben thue,  khoin cac nen dung lien quan den viec phat trien phan mem thue 
khoin; yeu cau cac nha phat trien um* cap ma nguen phan mem; Cie phial mem 
truOc khi dim vao sir dung deu duqc kiem Ufa trtrec khi van hanh khai thic, 

- Thu. nghiem vi nghiem thu he thing: Thvc hien kiem thir he thing truck 
khi dua vao van hanh, khai that sir dung; ce. quy trinh thir nghiem vi nghiem thu 
he thong. 

1.7. Quin 19 von hanh he thing 
- Quin 19 an town may chit vi img dung: CO chinh sach, quy trinh quan 19 an 

town may chit vi dich vu; quart 19 truy cap mang ctia may chi]; quan 19 truy cap vi 
quart tri may chti vi img dung. 
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- Quin 19 an toan dB lieu: Co chinh sach, quy trinh du pheng ve kh8i phut du 
lieu; thuc hien quy trinh sao luu, tap tin cau hinh he thong, ban du phi:mg he dieu 
hanh may chit, co se der lieu, der lieu.. 

- Quan 19 an toan mang: CO chinh sach, quy trinh quan lY an toan mang &Sin: 
quan 1Y, van hank hoot ding binh thtremg ciia he th8ng; cap nhat sao luu du ph6ng 
cac tap tin cAu hinh he thOng va kh8i phisic he thOng sau khi xay ra su ca. 

- Quin 19 su c6 an toan thong tin: CO chinh sach, quy trinh quan 19 su c6 an 
town th8ng tin bao gem: Phan nh6m su c6; phat hiOn, phan tool vi xir ly su c6 an 
toan thong tin mang; quy trinh img ciru su co mang thong thtrimg; nghiem tong 
va ca the phen hop veil cc quan chirc nang, cac nhom chuyon gia, hi) trq trong viEc 
xir 1Y, khac phoc su co an toan thong tin. 

- Quin 19 an toan nguel sir dune dau cu6i: Co chinh sach, quy tinh quan lY an 
toan ngtreci sir dung &Au cu8i bao gi5m: quan 19 truy cap, sir dung tai nguyen nqi 
b0, quan 15,  fly cop mpg va tai nguyen Internet. 

1.8. Kiem tra, dinh gia va quan 19 nil ro: Djnh ky thuc hien kiEm tra, danh 
gia an town thong tin va quan 15,  nii ro an toan thong tin then quy djnh cua phap 
luat. 

2. Yeu 	lc" thutit 
2.1. Bcio dam an tam mgng 
a) Thiet ke he thing: He thting gam cac yang mang sau: Vimg mang noi b0, 

viing mang bien, yang DMZ, yang may chic nOi b0. 
b) Klein soat truy cap tir ben ngoai mang: Thiet lap he thong chi cho phdp sir 

dung cac ket not mang an toan khi truy cap thong tin nOi b0 hoac quan tri he thong 
tir cac mpg ben ngoai va mang Internet; !dem soat truy cap ben ngoai vio he 
thOng; Thiet lap tiled gian ch6 de dung phien ket not khi 114 thiing ko nhan duqc 
yeti cAu tir ngu&i dung. 

c) Kiem soar truy cap dr ben trong mang: Chi cho phop truy cap cac ting 
dung, dich vu ben ngoai then yeu cfiu nghiep vu. 

d) Nhat k9 he thong: Thiel lap chat nang ghi, luu tit nhat k9 he thOng. 
e) Pheng chOng xfim Slap: Pheng chOng lam nhap bao ve yang may chi' va 

mang nci b0. 
0 Pheng 9hiting phAn mem dqc hai teen moi truing mang: Xay dung phuong 

an sir dung phan mem pheng, ,chemg ma dOc tren may cho va c6 co the to &Ong 
cap nhat phien ban mai hoac dau hieu nhan clang ma dOc men cho phAn mem nay. 

g) Bao ye this& bj he thong: ThiEf lap cAu hinh cho phop sir dung the ket not 
mang an toan khi truy cap, quan tri thiet bj tir xa. 

2.2. Rao dam an tam may chii 
a) Xic thuc: C6 ca the xac thuc bang mat khfiu bao dam dO phirc tap an 

thiet (n* khan ginn s6, cha cai, k9 to (lac bier); you cAu thay doi mat khau dinh 
kt theo quy djnh; vo hiOu h6a cac tai khoan mac djnh hthc khong hoot ding trail 
he thOng; v8 hitu h6a cac dich vu, phan mem khong sir dung tren may chit. 
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b) Kim soit truy cap: Thitt lap he thong chi cho phep sir dung tic ket not 
mang an town khi truy cap, quin tri may chit sir xa. 

c) Nhat kjf he thEng: Ghi nhat 1(9 th8ng tin kAt not mang tai may chi, thong 
tin ding nhap may chit; lei phit sinh trong qui trinh hoat eking; thong tin thay dEi 
cau hinh may chum 

d) Phemg chEng xam nhap: Lpai be) cac tai khpin Icheng sir dung tren may 
chit; Sir dung ttremg lira cita he dieu hinh vi he thong de cam cac truy cap trii 
phep ten may chit; thueng xuyen cap nhat cac bin vi , xir 1y cac diEm yeu an toin 
cho he dieu hinh va cac dich vu 114 thong teen may chit. 

e) Ph6ng chEnf phAn mem dOc 	Cii dat cac phAn mem tphogg chEng ma 
dOc vi thiet lap the dO to dOng cap nhat ca se dit lieu cho phan mem; Thuemg 
xuyen kiem tra, do quet vi xir ly cac phan mem dOc hai tram khi cal date 

Xir Iy may chit khi chuyEn giao: X6a sach thong tin, da• lieu tren may chit 
khi chuy'en giao hoac thay del muc dich sir dung. 

2.3. Bcio dam an tam zing dung 
a) Xk thuc: Thiect lap cau hinh intg dung xic thvc ngueri se dung khi,  truy 

cap, quin tri, cau hinh Cmg dung; Yeu cau,  thay dei mat khau mac dinh; Thiet lap 
thei gian yeu eau thay dei mat khau; Thiet lap then gian mat khau hqp le va han 
the se Ian ding nhap sai trong khoing then gian nhAt dinh v6i tai Ichoin nhAt dinh. 

b) KiEm soar truy cap: Chi cho phep sir dung cac ket not an town khi truy cap, 
quirt tri Ong dung thoi xa. 

c) Nhat kj,  he thEng: Ghi nhat kSt cac thong tin truy cap Ong dung; Thong tin 
clang nhap quan tri Ong dung; thong tin cac 18i phit sinh trong qui trinh hoat dOng; 
Thong tin thay doi cau hinh ung dung. 

d) Sao mat thong tin lien lac: Kh8ng sir dung kEt not mang Icheng ma h6a 
trong viec quin tri img dung tit xa. 

e) ChEng choi be: Sir dung char kS,  s6 khi trao Mi thong tin, dit lieu quan 
trang. 

2.4. Bcio dam an town du li#u 
a) Nguyen van der lieu: Co phucmg an quin ly, Itru bit dti lieu quan tang 

trong he thong. 
b) Bio mat da• lieu: Luu trit co ma hoe cac thong tin, der lieu tren phtrang tien 

luu tra. 
c) Sao km dv phong: Thvc hien sao km dinh kSr cac thong tin disr lieu ca 

tap tin he thong, ca sa dist lieu, du lieu. 
Tren day IA tai lieu thuyet t mirth hE sa de xuAt 	dO cho he thong thong tin 

Se Cong Thuang. Kinh de nghi Se Thong tin vi Truyen thong xem xet thim dinh 
va trinh cap co, thin' quyen phe duyet./. 
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